IN THE UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF MISSOURI 
WESTERN DIVISION 



UNITED STATES OF AMERICA, 

Plaintiff, 



DANIEL FOWLER, 



Defendant. 



No. 1 0-003 18-02-CR-W-BCW 



GOVERNMENT'S MOTION FOR A DOWNWARD DEPARTURE AND 
RESPONSE TO DEFENDANT'S SENTENCING MEMORANDUM 

The United States of America, by and through Tammy Dickinson, United States Attorney 
and Matthew P. Wolesky, Assistant United States Attorney, in anticipation of the sentencing 
hearing scheduled for October 10, 2013 at 2:30 p.m., and in response to the defendant's 
Sentencing Memorandum (D.E. 242) filed on September 27, 2013, respectfully now provide the 
Court with the following overview of the Government's sentencing recommendation and its 
motion for a downward departure: 

Summary of Government's Sentencing Recommendation 

The Government is recommending a sentence of 5 years probation and restitution of 
$61,500 to the University of Central Missouri in this case. This is based on the defendant's 
substantial assistance in the investigation and prosecution of co-defendant Joseph Camp, along 
with a recognition of the defendant's lack of criminal history, an analysis of § 3553 factors, and 
the defendant's success while on pretrial supervision. Because of his substantial assistance to 
the Government, the Government will ask this Court to grant its motion for a downward 
departure in assessing his sentence. 
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A. Introduction and Status of Co-Defendant 

On June 22, 201 1, Daniel Fowler pled guilty, by agreement with the United States, to one 
count of Conspiracy, in violation of 18 U.S.C. § 371, and one count of Computer Intrusion 
Causing Damage, in violation of 18 U.S.C. § 1030(a)(5). A sentencing hearing is currently 
scheduled for October 10, 2013, at 2:30 p.m. 

Fowler's co-defendant, Joseph Camp, pled guilty by a Rule 11(c)(1)(C) plea agreement 
with the United States, to one count of Conspiracy in violation of 18 U.S.C. § 371 on April 12, 
2013. This Court sentenced Camp to 36 months imprisonment on June 19, 2013. Camp is 
currently on supervised release, having served the majority of his sentence prior to his guilty 
plea. Camp filed a notice of appeal, and his appeal is currently due on October 15, 2013 in 
United States v. Joseph Camp, No. 13-2389. 

B. Factual Background 

Due to the defendant not contesting the facts in the Presentence Report (PSR 7-34), his 

acceptance of responsibility for this conduct, as well as the lengthy recitation of facts he admitted 

to in his plea agreement (D.E. 31, p. 2-4), the Government believes another long recitation of 

those facts is unnecessary here. However, the Government notes in summary that Fowler, while 

a community advisor for the University of Central Missouri, conspired with another student, 

Joseph Camp, to create malware which they used to infect the computers of University staff and 

students. This malware allowed Camp and Fowler to remotely access these infected computers, 

thus enabling them to capture information, such as usernames and passwords, or to view the 

infected users computer (or even, by remote use of the users' webcam, view the infected 

computer's user). Camp and Fowler also used the information they had illegally accessed to 

obtain databases of University student information which they attempted to sell for profit. In 

2 
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addition to the substantial violations of privacy, these actions caused substantial monetary 
damage to the University of Central Missouri. 

C. Plea Agreement and Guidelines Calculations 

In the Presentence Report, the probation office determined that the defendant's total 
offense level should be 23, and that he is a Criminal History Category I (PSR H 53, 58.) 
Therefore, the probation office determined that his sentencing range should be 46 to 57 months. 
(PSR 1 80.) The defendant has not objected to the Presentence Report. These findings are two 
levels higher than what the parties agreed to in the plea agreement in this case. 1 Therefore, the 
Government maintains the position it took in the plea agreement, which is that the total offense 
level should be 21, and the sentencing range should be 37 to 46 months. 

D. Government's Motion for Downward Departure 

The Government moves this Court for a downward departure pursuant to Title 18, United 
States Code, Section 3553(e), Title 28, United States Code, Section 994(n), and United States 
Sentencing Guidelines, Section 5K1.1, as a result of the substantial assistance provided to the 
Government by the defendant. As such, this Court is authorized to impose a sentence below the 
applicable Guidelines range as well as the statutorily required minimum sentence. In support of 
this motion, the Government states: 



1 The PSR applied a 2-level enhancement for sophisticated means under U.S.S.G. 
§ 2Bl.l(b)(10)(C), "due to the nature of the offense and concealment of evidence through 
encryption methods." (PSR 181.) The parties applied a 2-level enhancement for obstruction of 
justice under 3C1 . 1 for essentially the same conduct. What was not contemplated by the plea 
agreement was the 2-level enhancement applied under U.S.S.G. § 2Bl.l(b)(16)(A). While the 
PSR is factually and legally correct regarding this enhancement, the Government requests it not 
be applied due to the agreement between the parties. The Government notes it did not advocate 
for this enhancement for co-defendant Camp. 

3 
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1. The defendant fully and completely cooperated with law enforcement officials 
during the course of the investigation, and did so promptly after his arrest on this Indictment. By 
cooperating early on in the investigation, his information was given at a time most beneficial to 
the investigation. 

2. The defendant was debriefed and revealed his knowledge of, and involvement in, 
a variety of criminal activity and revealed information concerning the keystroke logging malware 
he and co-defendant Camp had created. The defendant also turned over a copy of this malware, 
not previously in the possession of law enforcement. This evidence was helpful in the 
prosecution of Camp, and also timely in allowing experts to have sufficient time to analyze the 
malware and provide important feedback to the University of Central Missouri to aide their 
identification and prevention of similar attacks in the future. 

3. As argued in his sentencing memorandum (D.E. 242), Fowler, through his 
debriefings, provided information and stood ready to testify in his co-defendant's case if asked to 
by the Government. While his testimony was not required due to Camp's eventual guilty plea, 
Fowler was prepared to testify at his trial if called upon to do so. 

4. Accordingly, the Government states the defendant has provided substantial 

assistance as that term is used in the applicable statutes and Guidelines sections, and as such, 

believes that a downward departure is appropriate in this matter. 

E. Defendant's Actions While on Pre-Trial Supervision and Title 18, 
United States Code, Section 3553 Factors 

After the defendant was arrested on November 22, 2010, the defendant was placed on 

supervision with the Pretrial Services Office. As discussed in the Presentence Report and 

confirmed in the Government's conversations with his pretrial officer, the defendant has not 

4 
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violated any of his conditions of supervision and followed the directions of his pretrial services 
officer. (PSR 15.) While normally this factor may not be too significant, given the length of 
time of his pretrial supervision — in this case nearly three years due to factors outside of his 
control — the Government believes this is a strong indication that he could succeed on probation. 

In the defendant's sentencing memorandum, he ably argues the § 3553 factors he believes 
this Court should consider that he believes favor a sentence of probation in this case. In short, 
the Government agrees. Most persuasive to the Government is the defendant's lack of criminal 
history, and his continued employment and pursuit of an education while on pretrial supervision. 
The Government believes these factors also strongly indicate he could succeed on probation. 
F. Government's Sentencing Recommendation and Conclusion 
The crimes committed by the defendant are serious. The damage to his former 
University is also significant. However, due to the defendant's prompt cooperation in this 
investigation, his lack of criminal history, his success for nearly three years while under pretrial 
supervision (including his employment and continued pursuit of an education), and his 
acceptance of responsibility in this case, the Government is recommending a sentence of 5 years 
probation and $61,500 restitution to the University of Central Missouri in this case. While this 
recommendation is a departure downward from his advisory Guidelines range, for all the reasons 
stated previously, such a departure is reasonable. His similarly culpable co-defendant Joseph 
Camp was sentenced to 36 months, but on each factor that weighs in favor of a more lenient 
sentence for Fowler, defendant Camp presented himself before this Court in a way that 
aggravated his own sentence. Any difference between the two defendants' sentences, as 
advocated by the Government in this case, is warranted and reasonable given the stark contrast in 
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their respective criminal histories, cooperation, acceptance of responsibility, and actions post- 
Indictment. 

In summary, the Government will argue at sentencing that this Court grant its motion for 

downward departure pursuant to Title 18, United States Code, Section 3553(e), Title 28, United 

States Code, Section 994(n), and United States Sentencing Guidelines, Section 5K1.1, as a result 

of the defendant's substantial assistance provided to the Government. The Government will also 

argue, considering this cooperation, the arguments outlined above, and all 18 U.S.C. § 3553 

factors, a departure from his advisory Sentencing Guidelines range is appropriate to provide for a 

reasonable sentence. Therefore, the Government will ask this Court to sentence the defendant to 

5 years probation and $61,500 restitution to the University of Central Missouri. 

Respectfully submitted, 

Tammy Dickinson 
United States Attorney 

/s/ Matthew P. Wolesky 

Matthew P. Woleksy 

Assistant United States Attorney 

Charles Evans Whittaker Courthouse 
400 E. 9th Street, Room 5510 
Kansas City, Missouri 64106 



CERTIFICATE OF SERVICE 

The undersigned hereby certifies that a copy of the foregoing was delivered on October 4, 
2013, to the CM-ECF system of the United States District Court for the Western District of 
Missouri for electronic delivery to all counsel of record. 



/s/ Matthew P. Wolesky 

Matthew P. Wolesky 

Assistant United States Attorney 
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